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By Barry Becker

High-level crime, terrorism and
industrial and political espionage costs
billions of dollars each year and jeopard-
izes invaluable intelligence assets. Se-
curity is a pervasive concern today for
companies and government agencies, as
well as individuals. Growth in crimes
against individuals often is matched or
exceeded by increases in crime against
corporations or governments. Traditional
security methods such as locks, codes,
identification badges and guard stations
are no longer effective in providing the
high level of security that many instal-
lations require today.

One particularly vulnerable area of
security is positive identification. Pass-
ports and badges can be altered or
duplicated. Locks and codes can be
broken. Guard stations can be overtaken. It
may even be possible to tamper with an
individual’s fingerprints.

But positive idenfification problems
have been answered by a new technology:
biometrics The process revolves around a
variable which is virtually impossible to
lose, steal, duplicate or forge—the pattern
of blood vessels in the retina of the
human eye.

Access Threatens Security

Security has always been a concem
for people, companies and governments,
but the intensity of that concern has risen
in recent years. This is due to several
rezasons.

First, crime in generzl is increasing,
and the proliferation of worldwide ter-
rorism has shown that some groups will
stop at nothing to attack the people and
property of a disliked nation or organiza-
tion. The fadlities of large corporations,
utiliies and government agencies have
increasingly become targets for disruption
and szbofage.

Second, the widespread use of com-
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Eyedentify Counters Security Threat

The Eyedentify security access sys-
tem.

puters has left vast amounts of critical
information at the mercy of persons able to
crack computer-access safeguards. Tradi-
tional methods of security access are prov-
ing inadequate. Passwords and code
numbers can be copied or accidentally
revealed, cards and keys can be lost or
dup]icateci, and individuals can be coerced
into signing in a “visitor.” For example, one
terrorist group used an American service-
man’s identification card to gain access toa
military base in West Germany before set-
ting explosive charges to knock out a
utilities arget.

For these and other reasons, positive
identification has become a critical con-
sideration for government agencies and
businesses. Most security needs boil down
to one goal: to ensure that no un-
authorized person gains access to par-
ticular areas or information.

Security access is commonly divided
into three levels. Qualified access is the
lowest level. At this level, a person
qualifies for access based on possession of
an item or piece of information—a key,
card or code number. No attempt is made
to ascertain the individual’s identity. The
second level is verified access. Here, some
check is made to verify the identity of the
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person presenting credentials. For exam-
ple, a guard might compare the picture of
an ID badge with the person wearing it (In
congressional hearings, one convicted spy
stated that he deliberately placed a picture
of a gorilla on his photo badge, and still
gained access.) Positive identification,
which provides absolute assurance of an
individual’s identity through a fool-proof
method, is the highest level of security. A
1982 study by the research firm Frost and

Sullivan indicated that a majority of
security directors and business .and

government officials were dissatisfied with

the protection offered by the lower two

levels of security, and were seeking other

means of positive identification.

Biometrics to the Rescue

Perhaps the most promising area for
achieving positive identification is biomet-
rics. Simply put, biometrics is a means of
identifying a person by examining a par-
ticular physical characteristic. A biometric
security system works on the principle that
a machine must positively identify a per-
son by recording the necessary charac-
teristic and comparing it to a library of
characteristics belonging to the people
qualified to gain access. Among the charac-
teristics used for this purpose are finger-
prints and lengths, voice patterns, hand-
writing style and retinal patterns.

A retinal-scanning system has two
broad advantages over the traditional
identification methods and other biomet-
ric techniques. First, a person enrolled in
such a system does not have to carry,
remember or present anything but him-
self/herself to gain access. Second, be-
cause no external device or memorization
is required, the critical variable in deter-
mining access cannot be lost or trans-
ferred. This system is the only biometric
security-access product that does not
require a corroborating personal iden-
tification number. Eyedentify, Inc,, of Port-
land, Ore., manufactures the patented
Eyedentification System 7.5 which can be
used as a stand-alone to protect one door
with bubble memory capacity for 1,200

52/Journal of Defense & Diplomacy

%!.ME

Volume 5 Vo8 19877




T T

network of units reporting to a host com-
puter or existing security system. The
Eyenet System 8600 is a dedicated system
of eyenet “reader” units that can expand
up to 32 units with an SDLC loop con-
figuration to an Eyenet controller (a bub-

a capacity of 1,800 eye signatures).

Retinal-scanning technology is based
on the fact that no two persons have the
same pattern of blood vessels in their
retinas. Awareness of this characteristic
goes back to 1935 when Dr. Carleton
Simon and Dr. Isodore Goldstein pub-
lished a paper on the use of retinal
photographs for identifying people based
on blood vessel patterns.

Two decades later, their conclusions
on the unigueness of retinal patterns were
supported by Dr. Paul Tower in the course
of his study of identical twins. Of any two
persons, identical twins would be the most

likely to have similar retinal vascular pat-

thzt of all the factors compared between
twins, retinal vascular patterns showed the
least similarity. Although other physical
retinal features are unique to individuals,
none are as stable as the retinal vascular
pattern. The eye shares the same stable
conficuration as the brain, and only a small
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number of diseases or serious physical
infuries can alter the blood vessel pattems
of the retina. Such diseases and injuries are
v rare, making the retinal pattern
Iy useful and reliable method of

ble memory residing in the controller with

only about two seconds for verification.
The scan by the ICAM produces a
waveform which is converted into digital
impulses and sent to a microprocessor. In
the enrollment mode, the digital retinal
pattern is converted into a 40-byte tem-
plate that is stored in memory.

Normally, only the right eye of a user
is examined. Both eyes can be enrolled,
however, if a greater level of security is
desired, or the system can be used to enroll
two persons under one template. The lat-
ter method is used in situations where
security dictates that two persons enter an
area together. When used in this dual-
enrollment fashion, the Eyedentify system
prevents an unauthorized person from
posing as one half of a team.

Accuracy and Safety

In the fictional James Bond movie
Never Say Never Again, the “bad guy”
duplicates the U.S. president’s retina and
gains access to nuclear cruise missiles. In
the real world, such a scenario is virtually
impossible to accomplish because the
individual has to make a “brain-retina”
decision and determine when his or her
eye isin focus, and because the system has
a mechanism to detect the difference be-
tween a glass eye and a real eye.

The accuracy of biometric devices is
accessed through the measurement of its
false accept rate. Acceptance of a person
who should be rejected is of great concern
to the user of a high-security system. Test-
ingof&lerel:inal—scmingtechnologyhas
shown the false accept rate to be one false

in a million, using the threshold
setting at .71 percent in one eye. To

nitudes below the safety levels established
by the American Conference of Gov-
ernmental and Industrial Hygienists and
recommended by the U.S. Food and Drug
Administration (FDA). The University of
Washington’s ophthalmology department
and Oregon Health Science University’s
chairman of the Department of Ophthal-
mology stated that the Eyedentify retinal-
scanning technology is perfectly safe to
users’ eyes. The Swedish Institute of
Radiation also tested the system and came
up with the same results—perfectly safe.

Modern security techniques for
manned missile sites have improved the
ability to detect an adversary. Automatic
response systems will do things like turn
on lights and alarms, lock doors, pour out
sticky foam or smoke and drop a concer-
tina wire mesh to immobilize an intruder.
Foreign governments go even further; the
intruder might hear the announcement:
“You are in the middle of a mine field, do
not move.”

In the interests of protecting gov-
ernments’ invaluable assets, security of-
ficials are implementing an arsenal of
security to detect, neutralize and, if
necessary, terminate intruders. The US.
Air Force employs four levels of security:
card identification, personal ID number
and the Eyedentify system, as well as a
device that automatically computes body
weight while the user is dealing with the
other security measures. Other organiza-
tions that employ the Eyedentify retina-
scanning system include the Departments
of Defense, Energy, Justice and the Ken-

Space Center.
Positive identification in high-level
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